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1. Hacrosimee IlonoeHue ycTaHaBiuBaeT TpeOOBaHUs K OOeCIEUEHMIO
6e30MaCHOCTH [IEPCOHANBHBIX JAHHBX NpPU HX 00paborke B MH(POPMAIHOHHBIX
cucTeMax NepCOHAIBHBIX JaHHBIX B 00pa30BaTeIbHOM YUPEKACHUH.

Hacrosimee Ilonoxenue pa3paboTaHo B COOTBETCTBMU C TPeOOBaHUSIMU
®QenepanpHoro  3akona «O  TepCOHANbHBIX  AaHHbIX» W llonoxeHus 00
obecrieueHHH OE30MaCHOCTH IIePCOHANBHBIX JI@HHBIX IIpM HX 00paboTKe B
MHGOPMAIIMOHHBIX ~ CHCTEMaX  NEPCOHAIBHBIX  JAHHBIX,  YTBEPIKICHHOTO
nocranosienneM IIpaButensctsa P@® ot 17 HosOps 2007 r Ne 781.(usmeneH cl
suBaps 2016r)

2. OCHOBHBIE TEPMHUHBI, HCTIOJIb3yeMble B HacTosAMM [TooxeHun:

1) nepcoHanbHble JaHHble — Jo0as uHGOpMAalus, OTHOCAMIAACH K
OIIPE/IC/ICHHOMY MM  OINPEJENIsieMOMY Ha OCHOBAHMM Takod HHGbOpMALKUH
dusmueckomy Jnmiy (CyOBeKTy NEPCOHATBHBIX JAHHBIX), B TOM YHCJIE €ro
haMuIMs, UMsl, OTYECTBO, FOJI, MECSL, JIaTa K MECTO POXK/IEHUS, a/ipec, CeMEHHOE,
CcolMalbHOe, HMYIIECTBEHHOE IOJNIOKEHHe, 00pa3oBaHHe, Npodeccus, MOXOX,
npyrast uHGopMaLus;

2) o6paboTka TNepCOHAJBHBIX JaHHBIX — JelictBusi (omepauun) ¢ C
IIepCOHANbHBIMA JIaHHBIMH, BKJIO4as CcOOp, CHUCTeMaTH3alMIo, HAKOIUIEHHE,
XpaHeHHe, yTOYHEHHE (obHOBNEHUE, U3MEHEeHHeE), UCTI0JIb30BaHUE,
pacrpocTpaHenue (B TOM dHCie mepejady), oOesnuuuBaHue, OIOKMPOBAHHE,
YHUYTOXXEHHUE [1€PCOHAIBHBIX TaHHbBIC;

3) pacnpocTpaHeHHe MepCOHANbHBIX JAHHBIX- IEHCTBUS, HANPABJICHHbIC HA
mepejiauy MEpPCOHANBHBIX JaHHBIX OINpeJleleHHOMY Kpyry Jmi  (repenada
TIepCOHANBHBIX JIaHHBIX) WM Ha O3HAKOMJIEHHWE C IEPCOHANIBHBIMHM JIAHHBIMH
HEOrPAaHMYEHHOTO Kpyra JIML, B TOM 4Yucjie OOHAapoJOBaHWE MEPCOHAIBHBIX
JaHHBIX B CPeJCTBAaX MAaccOBOW MH(OpPMALUHU, pa3MelleHHe B WH(YOPMALHOHHO-
TEJIEKOMMYHHUKAIIMOHHBIX CeTSX WIIM NPENOCTaBJICHUE JOCTyNa K 11epCOHANIbHBIM
JIaHHBIM KaKMM-JIMOO UHBIM CIIOCOOOM;

4) MCrIONb30BAHME IEPCOHAIBHBIX [aHHBIX — JieHicTBUs (omepauu#) ¢
IepCOHAILHBIMA JIAHHBIMH, COBEpIIAEMble B LEJIAX IPUHATUS PEIICHAH WU
COBEpILEHMs HHBIX JCUCTBHUH, NOPOXKIAIOUIMX HOPUANYECKUE IOCJIC/ACTBUSA B
OTHOIIEHMH CYOBEKTa IMEepPCOHANBHBIX NAHHBIX WM APYTUX JHI JIMOO HHBIM
06pa3oM 3aTparuBaroNX MpaBa U cBOOO/bI CyObeKTa IEPCOHANBHBIX JIaHHbIX HITH
IPYTUX JIULL;

5)6710KMpOBaHKe MEPCOHANBHBIX JAHHBIX BPEMEHHOE MpeKpalleHue coopa,
CHCTEMATU3ALMU, HAKOIUIEHHUS, HCTIOIb30BAHMs, PACIPOCTPAHCHHUS NTEPCOHATBHBIX
JAHHBIX, B TOM YHCIIE UX IIepe/iadH,

6) yHMYTOXEHHE MEePCOHATBHBIX JaHHBIX- IEHCTBUS, B Pe3yJIbTaTe KOTOPBIX
HEBO3MOXXHO  BOCCTAaHOBHTH  COJEpXKaHWE  IIEPCOHAJIBHBIX  JIaHHBIX B



HH(OOPMAIIHOHHOW CUCTEME IE€PCOHAIbHBIX AAHHBIX WIIM B PE3yJIbTaTe KOTOPBIX
YHHUYTOXKAIOTCSI MaTepHallbHble HOCUTEIH NIEPCOHAIBHBIX JIaHHbIE,;

7) uHpOPMALMOHHAs CHUCTEMA IEPCOHAIBHBIX JaHHBIX — HH(MOPMALMOHHAs
CHCTEeMa, TMpPeOCTaBIsIoOmas Cco0OW COBOKYINHOCTh IEPCOHAJIbHBIX JaHHBIX,
cofepxammxcss B 0a3e JaHHBIX, a Takke HH(OPMALMOHHBIX TEXHOJOTHH H
TEeXHUYECKUX CPEJICTB, IIO3BOJISIOLIMX  OCYLIECTBISTH O0OpaboTKy  Takux
NEePCOHAJIBHBIX JaHHBIX C HCIIOJIB30BAHHEM CpEJCTB aBTOMaTH3aluu Wik 0e3
HCIIOJIB30BaHMsI TAKUX CPe/ICTB (ajiee — MH(pOpMalMOHHAs CUCTEMA)

8) TexHMYecKHe CpeACTBa, INO3BOJISIIOUIME OCYILECTBISATH 00pabOTKy
MEepPCOHAJIbHBIX JIaHHBIX — CPEJ/ICTBA BBIYMCINUTEIBHON TEXHUKH, HH(POPMAIIMOHHO-
BBIYMCIIUTENIbHBIE KOMILJIEKCHI M CeTH, CPEJICTBA U CUCTEMBI Iepeadu, IpueMa u
00paboTKu NepcOHaTBHBIX JaHHBIX, MIPOrPAMMHEIE CPEJCTBa, CPEJCTBa 3al[UTHI
HH(DOpMaLUK, TIPUMEHsIeMbIe B HH)OPMALIMOHHBIX CHCTEMAX.

3. be3zonacHOCTh NepCcOHAIBHBIX JIAHHBIX JIOCTUTaeTCsl IMyTeM HCKIFOYEHUS
HECAHKIIMOHUPOBAHHOIO, B TOM YHCJE CJIy4alHOro, JOCTyNa K MEepPCOHAIbHBIM
NaHHBIM, pE3yJbTaTOM KOTOPOr0 MOXKET CTaThb YHUYTOXKEHHE, HW3MEHEHHE,
O710KMpOBaHUe, KOITMPOBAHUE, PACTIPOCTPAHEHHE TTEPCOHATBHBIX JAaHHBIX, & TAKKE
HHBIX HECAaHKLMOHUPOBAHHBIX JICHCTBUH.

be3omacHOCTh ~ NEepCOHaNBbHBIX  JIAHHBIX  HpU  HX  o0OpaboTke B
#HOOPMAIMOHHBIX CHCTeMax o00ecrevynBaeTCsi C IIOMOIIBIO CHUCTEMbI 3alUTHI
NEPCOHANBHBIX JAaHHBIX, BKJIIOYAIOIIEH OpraHU3alMOHHbIE Mepbl M CpEICTBa
3amMTel MHGoOpMauuu (B TOM 4YHCHe ITUQPOBalibHBIE (KpHITOrpaduvecKue)
CpenCTBa, CpeACTBa NPEJOTBPALEHUS] HECAaHKIIMOHUPOBAHHOTO JIOCTYTA, YTCUKH
#HEOOPMAlIUH 110 TEXHUYECKUM KaHajlaM, IPOrpaMMHO-TEXHHUYECKUX BO3JIEHCTBHI
Ha TexXHHWYECKHMe cpeAcTBa 00pabOTKM IEpPCOHAJBHBIX JaHHBIX), a TakKkKe
HCTONb3yeMble B MH(MOPMALMOHHOM cucTeMe HH(POPMAalMOHHbIE TEXHOJOTHH.
TexmmWyeckue W I[pOrpaMMHBIE  CPEACTBA  JOJDKHEI \y,ZIOBIIeTBOpHTI:
JCT2HABIMBAaEMBIM B COOTBETCTBHM C  3aKOHOJATENILCTBOM  Poccuiickoii
Deaepaiyu TpeboBaHUAM, 00€CTICUHBAIONIMM 3aIIUTy HH()OPMAIMH.

~ln= obecnieyeHus 6e30aCHOCTH ITEPCOHANBHBIX JAHHBIX TIPH KX 00paboTKe B
#E00DMAIMOHHBIX CUCTEMaX OCYIIECTBIISICTCS 3alldTa peueBod nH(OopManuu u
m=OopMmanuy, o0pabaThiBaeMOM  TEXHUYECKHMH  CPEACTBAMH, a  TaKKe
SS0O0DMalMH, [PEe/ACTaBICHHON B BulAe HHOOPMATHBHBIX 3JIEKTPUYECKUX
CerEanos, OM3MYECKUX II0JIeH, HocuTesel Ha OyMaKHOM, MarHUTHOM, MAarHUTHO-
QETESSCKOH H HHOM OCHOBe.

<. Pabotel no obecnieyeHUIo GE30MACHOCTH MEPCOHATBHBIX JAHHBIX IPH HX
oipetotse 3 MHOOPMALMOHHBIX CHUCTEMAax SBISIOTCS HEOTHEMIIEMOH YacThiO
PESOT 00 CO3AaHHI0 HHOOPMAIMOHHEIX CHCTEM.




5. HMudopmalvonHble cucTeMbl KIacCUUUUPYIOTCS B 3aBUCHMOCTH OT
obbema 0OpabaTbiBaeMbIX UMM MEPCOHAIBHBIX JAHHBIX W yrpo3 6e30nacHOCTH
’KM3HEHHO Ba)KHBIM MHTEpecaM JINYHOCTH, OOIECTBa U rOCy1apCTBa.

Ilopsimok  mpoBeleHMst — Kiaccu(UKaMM — MHOOPMAIMOHHBIX  CHCTEM
ycTaHaBiuBaeTcss coBMmecTHO DenepanbHOl Cly')KOOW MO TEXHUYECKOMY M
9KCIOPTHOMY KOHTpouto, PesepanbHoil ciayxboi Oe3omacHocTd Poccuiickoi
Qenepatin ¥ MuHHMCTEPCTBOM  MH(OPMAIIMOHHBIX TEXHOJOTHMM W CBSI3U
Poccuiickori @enepanuun. (Ilpukasz denepanbHON Ciy OBl [0 TEXHHYECKOMY H
9KCIIOPTHOMY KOHTpOJIt0 Ne 55, DenepanbHoii ciryx0b1 6e30macHocTH Poccuiickoii
@enepauun Ne 86 u MunucrepctBa UHGOPMAILIMOHHBIX TEXHOJOTMH M CBS3H
Poccuiickoii ®enepanun Ne 20 ot 13.02.2008 r. «O6 yTBepXIeHUM MNOpSIKA
NpOBe/IeHHs KIIaCCU(UKALMK MHPOPMALIMOHHBIX CUCTEM TTEPCOHANIBHBIX JAHHBIX))

6. OOMeH nepcoHaIbHBIMHU JJAHHBIMU TIPU MX 00paboTKe B MHPOPMALMOHHBIX
CHCTeMaXx OCYIIECTBISAETCS 110 KaHajlaM CBsI3U, 3alIUTa KOTOPBIX 00GecreunBaeTcs
IyTeM peaju3aliil COOTBETCTBYIOUIMX OPraHU3ALMOHHBIX Mep W (WMjM) IIyTeM
NPUMEHEHUS TEXHUYECKUX CPEJICTB.

7. Pasmelenre MH(POPMAaMOHHBIX CHCTEM, CIlelHalibHOe 000pYy/0BaHHE U
OXpaHa IIOMELICHUH, B KOTOPBHIX BeJeTcs paboTa ¢ MEePCOHAIbHLIMU JAaHHBIMH,
OpranMsanus pexxuma odecrnedeHus: 6e30MacHOCTH B ITUX MMOMEIIEHUSIX AOJDKHbBI
obecnieunBaTh COXPAHHOCTh HOCHUTENEeH [EpCOHANBHBIX JAHHBIX W CPEICTB
3alIUThl MHPOPMALMK, a TaKXkKe HCKIIOYaTh BO3MOXKHOCTH HEKOHTPOJUPYEMOIO
MPOHUKHOBEHMS HJIM NIPEOBIBAHUS B 9TUX [OMEIIEHHSX TOCTOPOHHHUX JIHII,

8. OO6pasoBarenpHoe YyupexJeHHe 00s3aHO OOecreynuBaTh O€30MacHOCTD
MEePCOHAJIBHBIX JJAHHBIX IIPU UX 00paboTke B MHMOPMAIIMOHHOM CHCTEME.,

9. Tlpu o6paboTKe NEepCOHANBHBIX IaHHLIX B MH(MOPMALKMOHHON cHCTeMe
JOJDKHO OBITH 0OecriedeHo:

a) TIPOBEJCHHC MEPONPHUATHH, HATPABIEHHBIX Ha NpPeJOTBPAIICHHE
HECaHKIIMOHUPOBAHHOI'O JIOCTYyIa K IIEPCOHAIBbHBIM JIaHHBIM U (MJIH) Mepe/iadyn uX
JIMIaM, He UMEIOLIMM IIpaBa JI0CTyIa K Tako HH()OPMaL|H;

0) cBoeBpeMeHHOE 0OHapyKeHHe (HaKTOB HECAHKIIMOHUPOBAHHOTO JA0CTYMA K
NIEePCOHAJIBHBIM JIAHHBIM;

B) HEZI0NyIlIEeHUe BO3/IeHCTBUS Ha TEXHUYECKHE cpeacTBa
aBTOMaTH3UPOBAaHHON 00pabOTKH MEPCOHANIBHBIX JAHHBIX, B PE3YJIbTATe KOTOPOIO
MOJKET OBITh HapyLIEHO UX (QYHKIIMOHHPOBAHHUE;,

r) BO3MOXHOCTb HE3aMEUIMTE]FHOI0 BOCCTAHOBJIEHMS —IEPCOHAIBLHBIX
JIAHHBIX, MOIU(PUIIMPOBAHHBIX WIIN YHUYTOXKEHHbIX BCJIC/ICTBHUE
HECAHKLIMOHUPOBAHHOIO JIOCTYyTIA K HAM;

1) TOCTOSHHBIM KOHTPOJh 3a OOecrneueHHeM YpPOBHS 3alMIIEHHOCTH
IIEPCOHAJIbHBIX JIaHHBIX.




10. Meponpusitusi 1o obecrnedeHuo 0e30MacHOCTH TEPCOHATBHBIX JaHHBIX
npu ux 00paboTKe B MH(POPMALHOHHBIX CUCTeMaX BKJIIOUYAIOT B ceOsl:

a) oIpeJelieHWe Yrpo3 Oe30MacHOCTH TEepCOHANbHBIX [TaHHBIX MPHU HX
o0OpaboTke, pOpMUpPOBaHKE HAa KX OCHOBE MOJIENIN YyIPO3;

0) pa3paboTKy Ha OCHOBE MOJEIM YIpo3 CUCTEMbl 3alUThl MEPCOHATBHBIX
JaHHBIX, oOeclleuuBaIOLIEH HEHWTpalu3aluIo MpeArojaraéMelX yrpo3 ¢
UCIIOJb30BAaHUEM METOAOB M  CIOCOOOB 3alllUTHI TMEPCOHANBHBIX JIaHHBIX,
IpeayCMOTPEHHBIX /ISl COOTBETCTBYIOIIETrO Kilacca HHPOPMAIIMOHHBIX CHCTEM;

B) IPOBEPKY I'OTOBHOCTH CPEJCTB 3aLIUTHI HHPOPMALMK K MCII0Jb30BAHHUIO C
COCTaBJICHUEM 3aKJIIOYECHHH O BO3MOKHOCTH MX DKCILTyaTalllH;

I) YCTAaHOBKY M BBOJ B I3KCILIyaTallUI0 CPEICTB 3allUThl MHPOpMAlWH B
COOTBETCTBHUHU C IKCILTyaTallHOHHON U TEXHUUYECKOH JIOKyMEHTAI[HEH;

) oOydeHue JIML, MCHONB3YIOIUX CpPEeACTBA 3alUThl HHGOPMAIIHH,
IpUMEHsieMble B MH(POPMALMOHHBIX CUCTEMaX, paBUjaM pabOThl C HUMHU;

€) ydeT IPUMEHSIEMBIX CPEACTB 3allUThl UHPOPMALIUU, IKCIUTyaTallUOHHOH H
TEXHUYECKOH JOKyMEHTALlMU K HUM, HOCUTEJIeH NMepPCOHATbHBIX JIaHHBIX;

K) ydeT ML, IOMyIICHHBIX K paboTe ¢ NepCOHANLHBIMU JAHHBIMH B
MH(OPMAIIOHHOM CUCTEeME;

3) KOHTpOJb 3a COOJIOZAEHHUEM YCIIOBHH WCIIOJIB30BaHUS CPEICTB 3alLMTEI
UH(OpMaLlMY,  [PEeIyCMOTPEHHBIX  OKCIUyaTallMOHHOH M TeXHHHECKOi
JIOKyMEHTAalUeN;

1) pa30upaTenbCTBO U COCTABIEHUE 3aKIIOUEHHUM Mo (akTam HecoOIaeHNs
YCIIOBUM XpaHEHHUs HOCHUTEJNIEH IEepCOHAIbHBIX JI@aHHBIX, MCIIOJIh30BAHHS CPEICTB
3alIUTHl  MHQOPMAalMM, KOTOpble  MOTYT  MPHBECTH K  HapyLIeHHIO
KOHQUIECHIMAIBHOCTH IE€PCOHANBHBIX JIAHHBIX WM JPYTHM HapYIICHHSM,
NPUBOASILMM K CHH)XCHHUIO YPOBHS 3alMIIEHHOCTH IEPCOHABHBIX IaHHLIX,
pa3paboTKy W IpPHUHATHE Mep IO INPeAOTBPALICHUIO BO3MOKHBIX OMACHBIX
1I0CJIE/ICTBUM MTOJOOHBIX HAPYLICHHUIH;

K) OIHMCaHKHe CUCTEMBI 3aIUThI IEPCOHANBHBIX JJAHHBIX.

11. JIna pa3paOOTKHM M OCYLIECTBICHUS MEPOINPUITUH MO obecnedeHm:
0e30macHOCTH NEePCOHAJBHBIX JAHHBIX IpU UX 00paboTke B HHOOpMaLHOHHOH
CHCTEME OIIEpaTOPOM HJIM YIIOJIHOMOYEHHBIM JIMLOM MOXET Ha3Ha4aThCs
CTPYKTYpHO€  IOApa3JelieHMe WM JIOJDKHOCTHOE  JIMLOo  (pabor=mx).
OTBETCTBEHHBIE 32 0OecrieueHye 6€30MacHOCTH ePCOHABHBIX TaHHBIX.

12. JIuna, nocTyn KOTOPBIX K IEPCOHAIbHBIM JIaHHBIM, 00pabaTsiBacmsin 8
#HOOPMAIMOHHOH cucTeMe, HeOOXOIMM /ISl BBIIIOJIHEHHs CITyKeOHbIX(Tpy 10851% )
00#3aHHOCTEH, JIONYyCKAIOTCd K COOTBETCTBYIOIIMM IEPCOHAIBHBIM [JaHHEIM Ha
OCHOBaHMM  CIIMCKA, YTBEPXKIEHHOIO pYKOBOJAMUTENIEM 00pa30oBaTeasHOIo
Y9peXKISHHUS.



—*

13. 3anpocel nonp3oBarenelt MHGOPMALMOHHON CHCTEMBbI Ha II0JIy4eHUE
NEePCOHATBHBIX JaHHBIX, BKJIIOYas JIML, yKa3aHHbIX B IIYHKTe 12 HacCTOSILIEro
Ilonoxenust, a Takxe (GaKThl IPeJOCTABICHHUS MEPCOHAIBHBIX AAHHBIX MO STUM
3amnpocam PErUCTPUPYIOTCS ABTOMAaTU3UPOBAHHBIMHU CpeACTBaMH
MH(OPMALMOHHON CHCTEMBI B 3JIEKTPOHHOM JKypHalle oGpalleHHil. Conepxanue
SJICKTPOHHOIO KypHaja OOpalleHuH NepuoaHYecKd MPOBEPAETCs JA0KHOCTHRIM
JMLOOM  (paDOTHMKOM), OTBETCTBEHHBIM 3a  o0ecrieueHHe  Oe30MacHOCTH
IIEPCOHAJILHBIX JIAHHBIX.

14. Ilpu obHapyeHUM HapyLIeHUH NIOpsIZIKa MPeI0CTaBIIEHUS IEPCOHANILHBIX
AQHHBIX ~ OmepaTop  WJIM  YINOJHOMOYEHHOE  JIMIO  He3aMeUIMTENIbHO
[IPUOCTAHABIIMBAOT IPEJOCTABIIEHUE IE€PCOHANBHBIX MaHHBIX ITOJIB30BATENISM
MH(OPMAILIMOHHOH CHUCTEMBI 10 BbISBJCHHS MPHYMH HapyIIeHUH U yCTpaHeHHs
OTUX IPUYHH.

15. Peanuzanus TpeGoBanuii no obecrneyeHmo 6e30MacHOCTH UH(pOpMaIUK B
CPE/ICTBAX 3aIUThl MH(POPMALIMU BO3JIAraeTCsl Ha MX pa3pabOTUHKOB.

16. K cpencrsam 3aumTsl uadGopmanuy, NpeIHa3HaYCHHBIM U1 00eCTICYCHHSI
6€3011aCHOCTH MePCOHANBHBIX NAHHBIX IPH HX 00paboTke B MH(MDOPMALMOHHBIX
CUCTEMaX, — IIpUIAraroTCs  NpaBula  [0Jb30BAHUA  OTHMH  Cpe/ICTBAMH,
coriacoBannbie ¢ denepalbHOR CIy)60if M0 TeXHMYECKOMY K 9KCIIOPTHOMY
KOHTpomo u DenepanbHoil ciyx60i GesonacHocTH PoccHifcKoit Qenepanuu B
npezieiax ux MnoJTHOMOYHUH,

VsMeHeHne  yCOBHMI NpUMEHEHHS CDPEACTB  3aI[UThI UH(pOpMaIuH,
NPELYCMOTPEHHBIX ~ yKa3aHHBIMHM  IMPaBWJIaMH, COIVIACOBBIBAETCS C  HTUMM
(enepanpHBIMI OpraHaMu MCHIOJHUTEIBHON BIACTH B npeieiax ux NoJTHOMOYMH.

17. Cpenctsa 3ammTel HHGOpMaLUHM, NpeiHa3HAYECHHBIE U OBeCrede ks
0e30I1aCHOCTH TIEPCOHAIBHBIX JAHHBIX MPH KX 00paboTke B MH(GOPMAIIMOHHBIX
CHCTEMAX, IOJJICKAT Y4YEeTY C MCIOJIb30BAHHEM MH/CKCOB HIM  YCIOBHBIX
HAVMMEHOBAaHUH M DPErHCTPAlMOHHEIX HOMepOB. [lepedyeHb HHIEKCOB, YCIIOBHBIX
HaMMEHOBAHMH M PErMCTPAllMOHHBIX HOMEPOB  OINMpe/elIseTcs DenepanpHoi
CiTy)K00H 110 TeXHUYECKOMY U OKCIIOPTHOMY KOHTpOJItO 1 DesiepabHO# City)00it
GesonacHocty Poccuiickoii ®enepanuu B npeaenax ux noJHOMOYKH.
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